HENb3s

1. Becem nogpag coobuate cBoOO HaCTHYH UHPbOpMaUuto (HacToAuume umMA, draMmunuio,
TenedoH, agpec, Homep WKOIbL, a TaKkke doTorpacdum cBou, cBoei cCeMby U apy3ei);

2. OTKpbIBaTL BIOXEHHBIE haiine! 3NeKTPoOHHOM MIOYTLI, KOTAA He 3HAGWL OTNpaBuUTens;

3. I'py6utek, npuanpaThcs, oKasuisaTe HaBileHue - BecTU cebs HeBEMNKEO 1 arpeccuBHo;

4. He pacnopsxaiics geHbramMmu Teoei CeMu1 Ges paspelleHus crapwmx - BCerna cnpaiusan
pogouTenen;

5. He BcTpevaiics ¢ MHTepHeT-3HakombivK B pearnkHOW XU3HKU - NOCOBETYACH Co B3POCNLIM,
KOTOpOMY AOREpseilb.

OCTOPOXHO

1. He Bce nuwyT npaeay. Yuraewst o cebe Henpasay B HTepHeTe - coobuim 06 atom cBOMM
poauTensiM unu onekyHam;

2. Mpurnawator nepenucsLIBaTheA, MrpaTe, oBMeHuEaTLCY - NMPOBEpL, HET 1K NoOARGXA;

3. HesakownHoe KonuUporaHue thanrnior B MuTeprere - BOPOBCTBO,

4. Beerpa pacckasbiBai B3POCHbIM 0 npobriemax B ceTu - oHM BCerna noMoryT;

5. cnonb3yil HacTpoiku 6e30nacHOCTY M NPUBATHOCTH, YTOOL! HE NOTepsATHL CBOU AKKaYHTbI
B COLCeTAX U OPYTvMX nopranax.

MOXHO

1. YBaman apyrux nonb3oBarTenci;

2. Monbsyewben UHTEPHET-UCTOMHUKOM - DEnNan CChLIIKY Ha Hero;

3. OTKpBIBal TONBKO Te CCLINKY, B KOTOPLIX YBEpPeH;

4. O6WwaTbcnA 3a NOMOLbLIO B2POCNLIM - POOUTENU, ONeRYHbI U AOMUHUCTPALKUA CaNToR
BCEria noMoryr;

5. Mpoign oByyetue Ha caiiTe "CeTeBUYOK" U Nony4u nacnopTt uKMdppororo rpaxaanuHal

CoBeTbi no BezonacHocTH paboTtbi B 06uenocTynHbix cetax Wi-fi:

1. He nepenasan cBoto nuunyo nHpopMauuio yepes oblenocTynHsie Wi-Fi cetu. PaBotas B
AKX, JKenarenbHo He BBOAUTL Napornu JocTyna, NOrWHbl M KaKWe-To HoMepa;

Z. Micnonkayn v oGHosnail AHTUBUDPYCHBIE Nporpammst 1 BpaHamayep. Tem cambiM Thi
obezonacullb cebs oT 3akavku BUPYCA HA TBOE YCTPONCTRO;

3. Npu ucnonezosauum Wi-Fi oTknroun yHkuuio "O6Wwmi foctyn Kk hannam u npuHTepam”,
Haunas pyHkuus 3akpeita no YMOMHaHUI0, OIHAKO HEKOTOPbLIE MOML3I0BATENW AKTUBUPYIOT
ee [inAa ynobersa ucnornb3oBanus B paGote unu yuebe;

4. He ucnone3ayn ny6nuunsiin WI-Fl gna nepenavm NUYHbIX JaHHbiX, HaNpUMep Ans Bbixoaa
B COLUMANbHbIe CeTU UNU B 3NEKTPOHHYI NOYTY;

5. Ucnoneayi ToNbKO 2aliULEHHOE CoOenUuHEeHWe yepez HTTPS, a ve HTTP. T.e. npu HabGope
BeG-agpeca BBOOM MMEHHO "https:/";

6. B moBurisHom TenedoHe oTknioun PpyHkumio "Moaknioyenue k Wi-Fi asromatuuecku”. He
AOMYCKaK aBTOMaTUYeCKOro NOAKMNIOYCHUS ycTpoucTea k cetam Wi-Fi 6es TRoero cornacusi.

OCHOBHbIE COBETHI MO besonacHocTu B COLIMaNbHbIX CeTax:

1. Orpanuyb cnucok apyzen. Y Tebs B APY3bAX He OOIMKHO BbITh CNYYaNHbIX U HEZHAKOMBLIX
nopen;

2. 3awmiuai cBO YaCTHYIO KU3Hb. He yKka3blBan naponu, Tenediotsl, afpeca, Aarty Teoero
POXOEHMA U OPYTYIO NUYHYH0 UHMOPMALWI. 3NOYMbILNEHHUKN MOIYT UCNONbL30BATE fane
WHDOPMALIMIO © TOM, KakK Thl ¥ TBOM POLOUTENW nnaHupyeTte NPOBECTH KAHUKYNLE;

3. 3awmuian cBOK penyTauumio - AepPXK ee B UKCTOTe M 3anaBan cebe sonpoc: xoTen Bbl Thsl,
4TOObi ApYrUAe NONBL3IoBaTENN BUOCHK, 4TO Thl 3arpyxaews? MNogymai, npexae yem 4to-1o
onybrukoBaTh, HaNUCaTh U 3arpysuTh;

4. Ecnin Tl roBOpULLb € NIOOLMMU, KOTOPEBIX HE 3Haellb, He UCTIONbL3YH CBOe peankHoe UM U
APYTYIo NIKYHYIO MHPOPMELUK: UMS, MECTO XUTENbCTRA, MECTO yuebni 1 npoyee;

5. Usberan pasmeweHus thororpacouis B UnTepHere, rae ol u3obpaxen Ha MECTHOCTH, MO
KOTOPOU MOXHO ONPENenuTL TBOE MECTOMNOMOKEHUE,

6. lpwu perucTpaunmn 8 COLKANBHON CETH HeoBGX0AMMO MCNONBL30BATEL CROXHEIE NAPONM,
COoCTOAlMe 13 BYKE M Lndip U C KONMYECTBOM 3HAKOB He MeHee g,

7. Ons couMansHON CeTH, NOYThLI 1 OPYTUX CalToB HEOBXOOKHMO MCHONBI0RBATL Pa3HbLIe



naponu. Torga ecnu Teby B3MTOMaH0T, TO 3M10YMbILLNEHHUKY NONYYaT [4oCTYN TONLKG K
OAHOMY mecTy, a He BO Bce cpaay.

OCHOBHbLIE COBEThI no besonacHom patote ¢ NEKTPOHHLIMYU AeHLramMu:

HagexHsie naponum - ato Naposn, KOTOPbIe ConepXar He MeHee § 3HAKOB W BKITKOYAOT B cebs
CTPOYHbLIE 1 NPONUCHbIE ByKBbLI, UMPLL U HECKONLKO CUMBONOB, Takne Kak 3Hak aonnapa,
thyHTa, BOCKNMUaTENbHBIH 3Hak u T.n. Hanpumep, $tRong!;;

4. He BBOAM cBOM nuuHbIe AaHHbIe Ha calTax, KOTOPLIM He doBepaeill,

OcHoBHbIe coBeTbl NO besonacHoi paGoTe ¢ SNEKTPOHHOW NOYTOW:

1. Hago BriBpaTe MPaBUNLHBLIN NOYTOBLIN cepeuc. B MHTEPHEeTE eCTh OrPOMHLIN BbIGOR
BecnnatHbIx noyToBLIX CepBucoB, ogHako nyvwe goRepsTh TEM, KOTO 3Haews U KTC NepaebIni
B pedTuHre;

2. He ykazbiBail B NMYHOR houre nuyrHyo urbopMaumio. Hanpumep, nyuwe BLIbpaTe
“MyabikanbHbifi_haHaT@" unu "pok2013" BmecTo "remal3";

3. Ucnonbayis HBYX3TaNHyo aBTopusauuio. 31o KOra noMUMO naponsi HyHo BBOgUTL Ko,
npuckinaemsti no SMS:

4. BolGepu cnoxHbIi napone. [Ana kKaxgore noyrororo AlMKa DorxeH GikiTe CcBON
HaOeXHbId, YCTONYUBLINA K B3MIOMY Naporib;

5. Ecnu ecTh BO3MOXHOCTL Hanucars CamoMy CBOM NUYHLIA BoNpoc, Ucnonb3yu ary
BOSMOMHOCTE;

6. cnonbayi Heckonbko NOYTOBLIX AlWKMKOB. [TepBbiit A5 YacTHOI NMepenucKu ¢
aApecatamu, KOTOPbLIM Thbl AOBEpsielb. 310 SNEKTPOHHLIR apec He HARO UCNONL3OBATL npu
PerucTpaunu Ha popymax u caitrax;

7. He oTkpbiBaii thainel n npyrue BnoxeHus B MUCbMax, faxxe ecriv OHU NPULLIIK OT TROUX
Apy3eid. Jlyyiwe yTOuHY ¥ Hux, OTNPaBNAnyU nu oxum tebe 3tu dainml:

8. MNocne okoHvyaHus paboTe! Ha nourozoMm CepBuce nepen 3akpbiTUEM BKNAAKK C CAiTOM He
3abynbk HaxaTe Ha "BbiATH".

KubGepbysinuur unu BUPTYyanbHoe M3geBaTensbcrTeo

Kubepbynnuur - npecnegosanue coobiueHusivu, coaepxKalumu ockopbnenus, arpeccuso,
sanyruBaHue; XynuraHcTeBo, couuanbHoe BolkoTuporanue ¢ NMOMOWLI PasNUUHLIX
UHTEpHeT-CepaUcoR,

OcHoBHBIE COBETBLI MO Bopkbe ¢ KUbepGynnuHrom:

1. He 6pocaiica 8 6on. Nyuwwuii cnoco6: nocoseroparues Kak cebs BecTH 1, ecnu Het TOrO, K
KOMYy MOXHO 0BpaTUTLCH, TO BHaYane yenokouTbes. Ecniy Thi HAYHELW L OTBEYATL
GCKOPBreHUnAMY Ha OCKOPGNEHUA, TO TOSMBKO elle bonbile pasoHoKeils KOHpANKT;

2. ¥Ynpasnsai ceoei kubeppenyrauumen:

3. AHOHUMHOCTb B CETH MHUMas. CyulecTBYHOT cnocobb BbISICHUTEL, KTO CTOWT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTu xynuraHckuii 00pas BUPTYaNbHOM XU3HM. WHTepHeT chukcupyer Bce TBOU
AEUCTBUA U COXPaHseT ux. YoanuTs ux Byner kpanne 3aTPYLAHUTENBLHO!

5. CoGrrogai ceoke BUPTYaNbLHYIO 4eCTh CMonogy;

6. IrHopupyit e AMHNYHBIN HeraTUE, OgHopazoBsbie ockopbuTensHiie coobueHun nyyuie
ArHOpMpoBaTh. OGLIYHO arpeccua NpeKkpawWaeTcs Ha HavYarnsHoOW CTaUK:

7. baH arpeccopa. B nporpammax oBmena MrHOBEHHBLIMU COODWEHUAMK, B COLMANBHBIX
CEeTAX eCTb BOIMOXHOCTL BriokuposKy OTNRaBKM COOBUIEHUI C ONpeieneHHbIX agpecos;

8. Ecnu Tei ceupeTens kubepbynnunra. TRou geicTEUS: BbICTYNUTE NpOTHR
fpecnefosarens, nNoKasaTs My, YTO ero NencTEMs OLEHUBAIOTCA HEeraTUBHO, NOANEPKaTE
HKEPTRY, KOTOPOM HYXMHA MCUXOMOrMYecKan NOMOUL, COOBLWNWTL B3POCHLIM O thakre
arpeCcCUBHOIC NOBRACHKS B COTH.

OcHoBHble coBeThl Ans 06e30NacHOCTM MOBUALHOrO TenedoHa:




1. Huwuero He sensercs o-HacToRAWeMy BecnnmaTHbiM, Byab octopoxen, Belb Korna
Tebe npeanarator BecnnarHbIi KOHTEHT, B HEeM MoryT Bbith CKPBITLI KAKKUE-To
NriatHslie YCryru;

2. [HAywmai, npexae yem otnpasute SMS, doTo unu BUAEO. Thi TOYHO 3HaewWs, rhe ouy
BysyT B KOHEYUHOM UTOrE?

3. Heobxogumo oBHoensTL ONepaLnoOHHY CUCcTeMy TROEro cmaprdoHa;

4. Wecnonbayi GHTUBUPYCHBIC NPOrpaMMBI ANS MOBUNBLHBLIX TenedoHos;

5. He sarpyxail npunoxesus or HEN3BECTHOIO UCTOYHMKA, Bellb OHM MOTYT cogepxaTs
BpefoHocHoe nporpaMMHoe obecneyeHue;

6. Ilocne Toro kak Twi BbinAeWb ¢ canTa, rAog 8BOAUN NYHY0 uHhopMaLmo, 3auau B
HacTpoiku Bpaysepa u yganu cookies;

7. Tepuoauuecku nposepsii, kakue MAATHLIG YCIYTW aKTUBUPOBAaHbI Ha TROEM HOMepe:

8. [Magait cBo# HOMep MOGUNBHOTO TenedioHa ToNkLKo NOAAM, KOTOPbIX Thl 3HAGIWE U
KOMY floBepsels;

9. Bluetooth nonxen BbiTs EBIKMHOYEH, KOTRAE Thl UM He Aonb3yewscn. He 3abuisai
WHOrga npoBeparTs aTo.

Online urpsel

CoBpemMeHHbIe OHMIAWH-MTPLI -  3TO KpacouHbie, 3axBaTbiBaoUiMe paseneyenug,
OBbeaUHAOUIME COTHY ThiCAY HenoBek no Bcemy Mupy. Mrpoku UCCNenyroT AaHHLIK UM MUp,
obuwatores gpyr ¢ APYTOM, BbLINONHSIOT 3aJaHus, CPaXaloTcs o MOHCTpamMK K nonyyaior
ONbIT. 32 YAOBONLCTEBUE OHM MNaTaT. NOKynawT OWCK, ONNaYWBAIOT aboHeMeHT wunn
npuobperaoT Kakue-To OornuMH.

Bce 31n cpeactea uayt na NoAAepKaHNe N PasBUTHE WIPbI, a TaiKe HAa camMy Bes3onacHoCTh:
COBEPLICHCTBYIOTCA CUCTEMBI aBTOPU3aLNMK, BLINYCKAKTCH HOBLIE NAaTYy (undbpoBnie
Sannartky 4n8 NporpamMM), 3akpoLiBatoTes YA3BUMOCTU ceprepos.

B MofobHLIX Urpax cTouT onacarecs He CTONbLKO CBOMX CONEPHUKOB, CKONMBKO Kpaxu TBOErO
NapPona, Ha KOTOPOM OCHOBAaHa cucTemMa asTopuiauum GonbluuHcTRA Hrp.

OcHoBHbie COBeTbLI N0 6e3onacHocTH TBOEro urpoBoro aKKayHTa:

1. Ecnu gpyrow urpok BedeT ceba nroxo unu coznaer rebe HeNpuUATHOCTH, 3abnokupyi ero B
CAWCKE UTPOKOR;

2. Moxanyiicy aoMWHUCTPaTOpPaM WUrpel Ha Noxoe NoBeAeHue 3TOr0 UrpokKa, KenaTensHo
MPUNOXUTE Kakne-To foKa3aTenLCTBa B BUge CKPUHOB;

3. He ykazeIBai nuutyro uHdopmaunio B npodpaiine MIrpbi;

4. YBamai Npyrux y4acTHUKOR Mo urpe;

5. He ycranarnusai HeohuunansHLIe NaTyu u MOAbI;

6. Mcnonbayi cnoxHsie PazHbie naponu:

7. Haxe Bo Bpemsi WTpbLl He CTOUT OTKNKYATL aHTUBUPYC. Moka T wrpaelis, Teo
KOMNBIOTER MOTYT 3apa3uThb.

DULWKWHT UnK KpaXa NMUYHbLIX NaHHBbIX

OBbiuHon kpaxen geHer u AOCKYMEHTOB CeroHa VXKe HUKOro He YAUBULIL, HO C pasBUTHEM
UHTEPDHET-TEXHONOIMIA  3MOYMBIUNEHHUKY NePeMecTunuce B WHTEpHeT, wu npogonxarnoT
3aHUMaTLCA "NGUMBIM" aenom.

Tak noseunace Hosas yrposa: WHTEPHET-MOWEHHUYECTBA UMM PUILKMKI, rNaBHas uens
KOTOPOIro cocrout B TIONYYEeHUM KOHDUASHUMANLHBLIX AAHHBIX NMONL3IOBATENeN - NOrMHOB U
naponen. Ha anrMnMCKOM A3LIKe phishing untaerca kak duwmnr (ot fishing - pu16Han TTOBIIA,
password - napons).

OcHoBHEIe coBeThLI MO Gopkbe ¢ hULMHIOM:

1. Cnepv 3a cBOMM akkayHTOM. EcAu Tu! NoAospeBaellb, YTO TBOA aHKeTa Bbina Banomana,
To Heobxoaumo 3abnoKkMpoBaTe ee 1 COOBWNTE aAMUHUCTPATOPAM pecypca 06 3TOM Kak
MOXHO CKopee;



2. Ucnonbayn GesonacHbie Beb-canTel, B TOM Yucre, UHTEPHET-MarasuHoOB W NOUCKOBLIX
cucTem;

3. Vicnonbayn cnoxteie u PasHbie naponu. Takum obpazom, ecnu Tebs BanomarwrT, To
STTOYMBILUNEHHUKN NONYYaT JOCTYN TOMNBLKO K OAHOMY TBOBMY NPOUNIO B ceTw, a He Ko
BCEeM;

4. Ecnn 165 Banomanu, To Heobxonnmo npenynpeauts Bcex CBOMX 3HAKOMBIX, KOTOpPbIE
Aobaenexsl y Teba B APY3bAX, 0 TOM, 4TO TeGa B3NOManu u, BOGMOXHO, OT TBOGIO UMEHU
Oyner pacchinatecs crnam u CChINKKU Ha punHroBLIe caiTLl:

5. YcTanoBu HapgexHLIN napons (PIN) Ha MoBuLHBLI Tenedox;

6. OTknNOYM coXpaHeHue Nnapons B Gpaysepe:

7. He otkpsiBan gainbi u APyrie BNOXeHNA B NUCbMaX, fake ecnu OHU NIPULLIN OT TBOMX
Apysen. flydine yrounn Y HUX, OTnpaensanu nu odu tebe 31u thannw..

Undposas penyrayus

Uudposas penyrauusi - 3to HEraTuBHaA WMWK NO3UTURHasR MHPOPMaUUA B ceTU o Tebe.
Komnpometupyrowasn MHPOPMALMA, pasMelleHHas B WUHTCPHETE, MOXET CepbesHbiM 06pasom
OTPA3UTLCA Ha TBOEGW PeanbHOM XMUIHU. "Uudbpoasn penyrauus” - ato Teoi UMUK, KOTOPBIN
thopmupyerca us vHopmauuu o Tebe B MHTepHeTe.

TBO€ MecTo Xutenscrea, yuelbl, TROE thHaHcoBOE nonoxexue, ocoOBEHHOCTU XapakTepa u
Pacckasbl 0 6ru3knx - BCe 3T0 HaKaNAWBaeTes B ceTy,

Muorve nogpoctku JIETKOMBICNIEHHO OTHOCATCH K nyGnukauum nuusoil uHdopMaLKHK B
WHTepHere, He noHUMas BO3IMOXHBLIX nocrneacTBuin. Thl Oaxe HE cMOXellL Acragarteca o

TOM, 4TO poTOrpadus, pasmeuweHHas 5 ner Hazal, cTana npu4YUHOK 0TKa3a NPUHATE Teba Ha
paBory.

KOMMEeHTapuu, pasmellueHue TROUX tdhotorpacuin u apyrue AEUCTBUA MOIYT He HCYe3HYTL
Aaxe nocrne TOro, Kak Thl MX yaanuib. Thi He 3Haellb, KTO COXpaHun 3Ty MHBOpMaum:o,
flofana nu oHa B NOUCKOBLIE CUCTEMbI U COXPAHUNACL MU OHa, a rnaBHOe. 4YTO NOAYMAIOT O
Tebe okpyxaioume noau, KOTOpbie HaWAYT U YBUAAT 3T0. HaiTu UHOPMALIMIO MHOTO fieT
CycTa cMOXeT NMboit - Kak uz nobpuix nodYXaeHU, Tak U ¢ HaMepeHueM NpuyKnHUTL Bpes,.
3T0 MOXET BhiTa kTO YromgHo,

OcHoBHbIE coBeTLI NO S3alnTe UMPOBOW penyTauun:

1. Mogymai, npexae uem YTo-TO nyGnukoBaTh M nepegaBarh y ceba B Gniore unu s

CouMan-HoMW cery;
2. B Hacrtpoiikax npoduns YCTAaHOBM OTPaHUYeHMA Ha NPOCMOTP TBOEro npoduna u ero
COOepXxuMOoro, caenan ero TONBKD "ana Opyasen';

3. He pasmewail u He ykaswisai U OPMaLNIO, KOTOPAR MOXET KOFro-nubo OCKOPBNATL MK
oBuxaTs.

ABTOpCKOE Nnpago

CoBpemMeHHble WKONLHUKY - aKTUBHLIC nNonb3oeaTtenu uudposoro npocTpadcrea. OQHako
HaneKo He BCe 3HaT, 4YTO NonNb3oRaHUe MHOTWMMUWU BO3MOXHOCTAMMW uucpposoro MUpDa
Tpedyer cobnioferus npas Ha UHTENNEeKTYankHyio COBCTReHHOCT.

TepMun  “uHTennexkryansHas COBCTBEHHOCTE" OTHOCUTCH K PasfUYHLIM  TBOPEHUAM
HENOBEYECKOro yMa, HaYUHA" ¢  HOBLIX nzobpereHnin u 3HaKkoB, o00O0O3HauYaWKX
COGCTBEHHOCTL Ha NPOOYKTBE W yCNVrK, W 3aKaHyuBas KHUramu, dotorpachusimu,
KP!HOE*)VEH%:M&MH M MY3biKalibHbIMMW POHU3BeOeHUSIMUA,

ABTopckue npaga - 370 npaBa Ha WHTENNEeKTyanbHY0 COBCTBEHHOCTL Ha npoMageneHun
HayKu, nuTepatypbl n uckyccTesa. AsTopckue fipaBsa BbICTYNAOT B Ka4eCTBE rapaHTuu Toro,
HTO  MHTennexkTyanbHbIW/TBOPYECKUI Tpya aBTopa He O6ygeT HanpacHbIM, facT emy
ChpasednuBbie BO3MOXHOCTU 3apaborats Ha pesynbTatax CcBOEro Tpyda, noay4uTh
W3BECTHOCTL U Npu2Hanue. Hukro Ges paspewerus dBTOp3 HEe MOXET BOCNPOUIBOOWTE ero
fiponsBeneHue, PacnpocTpaHsTh, nySnu4HoO AEMOHCTRYPORATS, pofararh,
MMNOPTUPOBATL, NYCKaTh B NpoKar, NyGnnyYHO uCnonHaTe, NOKa3bIBaTL/MCNONHATL B 3¢hupe
M pazMewats B MHTepHere.



neranbHbLie U DecnnartHbie MPOrpaMMel, KOTOPBIE MOXHO HaUTH & ceTi.



